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RSA Public Key: (1024 bit)

Modulus (1024 bit):
db:d8:2a:26:5c:9a:1b:21:c4:c4:d3:1b:ef:e6:b1:26:77:€2:86:e7:
€1:¢6:71:07:7b:a5:84:e0:5d:74:b3:19:09:fd:a1:26:62:e6:21:9e:
df:6e:72:6a:ec:65:ca:40:ea:07:05:2e:61:¢c6:97:1b:4c:a7:0d:b1l:
19:05:d4:8b:46:2b:62:76:7b:94:04:e6:8f:a4:48:63:36:57:¢6:79:
24:3c:71:b2:31:73:a7:8e:b8:96:3d:27:7b:1c:5d:ea:64:5¢c:28:c0:
€4:6a:8c:03:05:59:64:e7:95:04:42:d2:85:67:eb:df:6b:fc:0b:b5:
5b:ff:e0:35:4a:ec:12:c9:

Exponent:
00:01:00:01:
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OpenSSL

O SSL

CA

B openssl genrsa —out ca.key 1024
CA

B openssl req —new —x509 —key ca.key —out
ca.crt

CA
B ca.config
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keytool

B Kkeytool -genkey -alias myserver -keyalg RSA -
keystore .keystore

B Kkeytool -import -v -trustcacerts -alias myca -file
ca.crt -keystore .keystore
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HTTP (Tomcat)

] server.xml
B clientAuth="true’
B keystore, truststore
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openssl genrsa -out client.key 1024

CSR

openssl req -new -key client.key -out
client.csr

openssl ca -config ca.config -out
client.crt -infiles client.csr
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PKCS#12

B openssl pkcsl2 -export -out client.pl?2 -
In client.crt -inkey client.key -name
myclient -certfile ca.crt

PKCS

B RSA
14

B PKCS#12
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Sun Java Application Server

Certutil

B Sun Java Application

Server

B Enterprise Edition

HttpListener

Sun Java™ System Application Server Admin Console

; (%] Cormmon Tasks
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Web

(Sun App)

B <property
name="authPassthroughEnabled"
value="true"/>
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Java APl (JSSE)

java.security.cert package
CertificateFactory
Certificate

CRL

X509Certificate
X509Extension

X509CRL

X509CRLENtry

Copyright 2006 Takayuki Hatanaka All rights reserved.



Il

X509Certificate[] certs =
(X509Certificate[])request.getAttribute("javax.serviet.request.X509Certificate");

X509Certificate cert = certs[0];

//
Biginteger biginteger =cert.getSerialNumber();
String hexSerial = encode(biginteger.toByteArray());

/l
String notBefore = cert.getNotBefore().toString();
String notAfter = cert.getNotAfter().toString();
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Jjava.security.KeyStore
KeyStore#getinstance()
KeyStore#load()
KeyStore#aliases()
KeyStore#getCertificate()

Copyright 2006 Takayuki Hatanaka All rights reserved.



Il

store = KeyStore.getlnstance("'JKS", "SUN");

store.load(new FilelnputStream(KEYSTORE_PATH),
KEYSTORE PASSWORD.toCharArray());

//

entry.setCertinfo(CertUtil.createCertinfo(
(X509Certificate)store.getCertificate(alias)));

entry.setKey(store.isKeyEntry(alias));

entry.setTrust(store.isCertificateEntry(alias));
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B ServietFilter
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Javax.security.cert.X509Certificate

128

B |ocal policy.jar
B US export policy.jar
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RFC3281

B AA Attribute Certificate Authority
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RFC3739
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